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IPv6 Features-2
OVl lenm 55 g Sl 5 Ol jaal) (g 2l IPVBJ o s Y

:Larger Address Space -1

Of alay WS 5 128 Bit pe 0580 4l i iV cpglie 8 Jilgd) saadl Jlaall 138 <) ae daadl (e 138 a2

Slea U8V g o ) Andia ipVE gl 1A (g sl aal) Cp guaal Sl 8L oS ae Jia 32 Bt 055k IPVAJ)
als JSI A Cam IPVB (a3l (i ke 6.5 ool il sae o o shaall (a4l 58 a8 i Public Ip
Nat o5 ip e SIS alasinl Gadd of GSal ¢ sSad 0 dinll e oK1 Jiii o 2lld jp Address 2% 2xc agie
Lo padll o b jall Bl g el

: Simplified header-2
0585 ) Y Checksum Field 2ss ¢ s de ja Header e s siss 4 Y) IPV4 (e sl IPVB Of g5
IPv6J & Broadcastd sly checksum e ) lalisa
Header Ipv4 & IPV6 o 4 )i i is ) poa
1Pwd Header

0 4 g I'IZ 16 I!ﬂ Iil IZ! n

Version, |HL | Type of Service Total Length

Identification Flags Fragment Otfset

Time to Live il Protocol | Header Checksum

o L] 3 l-’r?.‘ 16 il 24 P 1 36 ]
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.S Headerd! 058 of s sigall (50 13 VA e SST VB (3 IPJ) dlae] o i sitall J sby i (Sas

Uiy 48 gt Jludill 128 e 3 )l
(e bl Lglal s Ay s e 68 LCD bl L) dadun 5 analdl 5 € i€ gl clalil) S of 58
Jalal) sl

Mobility and security-3

IpV4 (3o cmenl 5 Jumdl U< Mobile Ip, IPSeC ¢ S IPV6 s

iPJ) o) sy Jl) Ala) ing (S 5 leaS I sal) el sline sl Lin Mobile llass 43351 :Mobile Ip
automatically JS; caud (SY Lualall oda PVAJ) po diall b5 il e am AT S 08 (0 oy palal
e slaall (o LN e o UaY) SlSaly s 50 Jumdl IS Lae 3y 1l |6 Ll Adliay) clalae ) (oany ) #lin
Built in ipv6 “eslall o3a s RFC 3775 JMA (e 438l 038 J o=
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Ll Lk 1a e 5f o g o g Alland) Sl (6 ol s LS (L Ll VPN (359 Ui S0 Lo £ PSec
b o Al lea laa 5 (oY) a8 dlaay ald 58 5 [PSeCd) om0 o 5S5 2 3Y <ild VPN o 2
= JS 3aa) e Built in 4ualallsda 44 o S5 PVEJ)

Transition richness-4

et (g e g clabaiall J gai of 4zl Gl (4 jle &5 Lk | PVB ) alladl Jsa3 ) 83 sk gl 5 S

38 4050 dalda e () 58 Lgat] (o by smam 4l o O Sl (g0 i i) S 580 (e B Ao g ) s i)
ol a gl Aeddl) & Cona Ao (8 ji IS 1Y Jgatl) 138 e ciladaiall anis

A allal) a4l g lanal all sam sl oy 4 Cam [PVB o aany Y 13 (| e (SY

o el AU a1 o) A Maih (380 0 138 (pa (AT (g g e ) JSy [PV e (381 53) i 45) Gy
IPV4 o)) sie Laad ariins interface le IPV6 o)) sie 4ilial a5 o lilsaly bl s 5 dual stack interface-1
IPV4 aaiins 303 axiiul of oSadl (e 58] 323 o 5 6104 tunneling & s 3 L 5l IPV6 over IPv4-2
OV Gl 8V 5 75 ) zlini ks AT IPY6 Y Jead DA (e [PVE Jaal S

IPV6 tmi-3

O3S 5l 13gd Al Jpealiih 4 yra el e o (31 i1 505
Large Address Space

Jaaldill (o ooy die aaats Cagus Y1 SV 5 1an S [PVB 8 IPJ) 230 () Lo e La Ladla

4byte sl 32Bit (e 0S5 IPV4 o BBa 138 5 byte16 sl Bit128 ¢ IPV6 0555

s of oSadll (3 S IPVA= 4,200,000,000d daliall oy sbiall sae

Lean) 9992811 0%5 4l allall 138 ool o &l () ey 3.4*107M28 0 sS5 [PV6 (4 dabiall oY) Ll
O3 IPTV,V0ip,VOD @il Jie cilSad Wia o J b 3 5 slae | Callal slat¥) ol Loy o padli (Saa g
Natd! (re Juadl 45 3a (e 41 W Public ip e ¢ sty (pS il Jas ) ¢ saling dasdl
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IPv4 - 32 bits

\
e

1Pvd
= 32 bits or 4 bytes long
- =4,200,000,000 possible addressable nodes
IPvE
= 128 bits or 16 bytes: four times the bits of [Pvd
- =34 * 10* possible addressable nodes
- =340,282 366,920,938,463,374,607 432,768,211 456
- =5 * 10* addresses per person

Jus ALl 3 ) gaall & kil 3o
IPv6 packet header

IPV6 Header & 2\ Fieldd) 2 s Ja J s 408 Al alans 5 ¢ 52l 128 5 Headerd! e sl g oY) 5

J2S8a 4
IPv4 Header IPvE Header
Version | [HL Total Len
Service | s Version | Traffic Class
Fragment
Indentification Flags Offset
Timetolive | Protocol | Header Checksum Payload Length Haador: et
Source Address
Destination Address
7 = Source Address
[ - Field names kept from IPv4 to IPvE
o
a:] - Fields not kept in IPv6
=N & iti hanged in IPvE
BI:] ame & position changed in Destination Address
- - New field in IPVE

S Jsisll s Flow Label die saaall J séall Liagd s IPV6 5 IPVA o 4dliiall J iall a5 3 ) uall 38
ila ) s J ginll Jra i)

S yreal paalie il L Jied ipv6 Wi 12 Field o= o 5S5 ipv4 Header of sl (e s

Fieldsd) s2 (i oo Caaaki Cigus

VB 05S Cisms Lapha g 0 giall 138 lanal aast Jaal) 1aa ey 5 4bit e 0555 :Version
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4a2all 33 g2 33 3 5 (st JaY p23y 5 [PVA 83 5 5all TOS Jiall Jiles 58 5 8bit (1« (35S :Traffic Class
"QoS"

P Ome B e e 5 055 S Packetd! st Wala Sourced) eadiun 5 Bit 20 ox o sShs :Flow Label
label ce 3 be il o ()55 Cun Mplse Lebee 3 40

Extension af UDP ol TCP s Ja Jul Headerd) z= s 13 5 :Next Header

IPV4 & 25 sall total length Jasl) pailias Guis Jiay s bit-16:Payload length

4ie Ll yis) JS | Packetd) e o8 Led iy (s Jl Hopsd) 22 e sexy 138 5 bit-8 :Hop limit

IPV4 & 25a 5all TTL Fieldd! Jilas Jaal) 138 5 s 53 Jaall 138 253 () adais Packetd)

Jiisall o) sie 5 Ju yall ) sie o4 5485 e lanka :Source & Destination Address

ipV6 & 3> 5 Y5 ipvd A ilS Al J@all e

Header Length, Identification , Flags , Fragment Offset , Header Checksum

Extension Headers

IPV6 o= S| IPV4 Header of s 41585 (Saa o i sl IPVA 5 [PV paladl Headerd) o s 5 s Ll

¢ 13wl Header

Header 201 8 ails ISy Lgraai 1308 223005 Lo Lails Gl Jgia lin o 585 1am aas o3 ) 518 a3y

O e W g ol (g Lgmm s il Ll i e ) L) i Lelnny | gt il slae (51 Jend Y 38 Fieldd) o3 ()Y 5
‘ - 8353 90 O

Extension Header (sew Lo Leanad o)) clilad lalall oda aadiud o ol 138 | las Jaes il

Headerd! 2:2a Option 4ilay <lid 5 il Headerd! e oSy i) Header 43 J s (Saa Sin
Extension Headerd) (\Ss zea 5i 3 ) gaall o34

> . % 3
|
[ IPv6 Basic Header
——
I I SR N ———
Any Number of IPvE
1 ] 9
. " Extension Headers Packet
— — |
'R

Data
(for example, TCP, UDP,
or other traffic streams)

o

1 Sl Jha Ll J s (San
fheaderd) 13 Jala saal siall J gaall dallas g asdy (aidall (e cuh

Packetd) s3] Destinationd) ¢ sS <isw 2 Noded) geal (dinas 5 Jleall 8 Lo sac
Jbsall 883 52 50 NOde US 8 4and oy o) ) zUisy Extension Headerd! (e g 58 <llia (SY
f0ption< Headerd) 13 (& 2l 535 o (Saall o 1 Jsiadl o8 Lo cuba

¥ ALl Ji Headerd) <t il o oS Packetd) & Extension Header ¢ ST alasiu) vie

eV 8 an i L 3 LY Headerd) s» 5 :IPv6 Header-1

ekl aal (e bk s Headerd! L) (Saall (e Al @l LAY aal 58 5 :Hop-by-Hop Option Header-2
e s sbuii el 5 "processing” 4iallee; Node J) 13 & Destinationd) Y 434 (e s Node JS of dle
Ganaiiy Router Alert ciles o 4alaiivl Al (a5 Next headerd) Jis 2

Resource Reservation Protocol (RSVP)

Multicast Listener Discovery (MLD) messages

<l gl b4y Lejle cand culs a5 Y (S Y RFC 2711, IPV6 Router Alert Option 8 sl il slaall (e 3l
Sall

60 s Next Headerd 8 Wi :Destination option Header (When a Routing Header is used)-3

8
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54l i 230/ 8" Routing Header (o 2 s> 5« Destination ¢! s 41 processing Jexs 4 J sl

e g sl 2 b of Headerd) 13¢d (See lld ) d8baly 4 4 ,all Destinationd) <l b La 5" Lealdl] 5 bl
Encapsulation Security payload Header(ESP) ¢/ sl
Mobile ip #lasiul xic 0 Headerd) 13a alasiu) Je JUa 580y
Source Routing & Mobile IPV6J! p2a%iu 5 43 (s s Next-Header s 4i8:Routing Header-4
Packetd am&iSource d) x » Leie aaaiui s Next Header Fieldd! 2 44 4edll 33U:Fragment Header-5
Destinationd! ¢ 4dn A Jlusall Lalsll MTUJ) (e nS) (685 Al
prrnsi et (4 plal) Caiatia 8 aad 6 S A @l S50 O 58 5 aga o8 S8 IPVA (e Calisy [PVB ol 488l
238 wiva () Noded) st dagall 28 (o Jsiuall () Cun GliAT ¢ g sall IPVB & (SY MTU e Packetd!
L Jlgad) SV 5 (b1 138 e aniy o5 Destinationd) ) 2 sell Jlaall 8 MTU 8 46 jees o 28 Packetd
Path MTU Discovery (PMD) (e e ok g 5SS 4aY1 5 IMTU B cajmy oS a
:Authentication Header and Encapsulation Security payload Header-6

Encapsulation Payload J 4«85 Next headerd! Jis & 51=Authentication header J! 4«3

Securityd Cllee (3o 4% Lo g leall 4alga s IPSeC o Ledin s 50=Header

Next 817 il UDPJ) s 6 4edll TCPJ) 3L Transport Headerd) L s s :Upper-layer-Header-7

Header Field
Next Headerd) (8 4dlidal) aidl) a6 3 ) g

Header Mext Header Yalue

Hop-By-Hop Options 0

Routing 43

Fragment 44

Encapsulating Security Payload (ESP) |50

Authentication Header {AH) 51

Destination Options 50

TCP/IP Protocols Protocol number walue defined for
that protocol (such as TCP = &, UDP
= 17, OSPF = 89, and so on)

Mo Mext Header 59

IPv6 Address Representation

58 ) JSEN (5 55 o) W) a8 Y 5 Headerd JS3 oo LSS 5 IPVBJ) saibad (e (o Lo |, Lials
IPVBJ) S e alki o gas s Sall 138 s o dinll (g laal) 13a dle

Colons: Jb s Lo 5 Hexadecimald! ¢ 42 ) JS 22 5 Hexadecimalds <S5 Bitsd) o328 128 ¢ ¢ S
16 Bit s sl Hexadecimal ol e Y15

"coloned hex" <uell oda e 3lhs

2035:0001:2BC5:0000:0000:087C:0000:000A

Oy

2035:0001:2BI6§:0000:0008:087C:0000:000A

g 8 (1o 0 oS5 IPVEJ! At Hll dspall il 038 5 |PV6 4 Mac Addressd) 4sis i 53 Sl ald )Y o3 axd
16Bit Ja= L 4 Hexadecimal 4 "segment"g Usd J<

G bo gadla dyle 5 ipv6 JSS g g

Segmentl Segment2 Segment3 Segment4 Segment5 Segment6 Segment7 Segment8
16 bit 16 bit 16 bit 16 bit 16 bit 16 bit 16 bit 16 bit
[ Hlnlunlnlafnlu]lna[nH][H[H[H]H ][RR [I[H o ]H[H [J[H W DR [H ][ [HH [H ]

H= One Hexadecimal Digit 4k ssls

9
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IILJLIS‘}”PR_IJAI"‘;MARGJ’OMLJKJ}S:\JL‘}USMQ_\:\L
fnall 38 | agdll Lile 5 elle Jeusi 3 juaitin gaay o)) siad) iS5 of (Saall (o @il lan Agandl 5 juall () ddial) Y
IPV6 o)) sie 4US] Al aaall AELYL L g Ca o e Jlah 3a3se (il 581 auads

sJUll

3ffe:1944:0100:000a:0000:00bc:2500:0d0b

e e bl ek

Lt a5 0 ) W aind Saall o i (s sbon W sine S ()5S segmeent sl ) saclall
3ffe:1944:0100:000a:0:00bc:2500:0d0b

Hexadecimal Digits &l <lia o) 48 23 o Gy o 28 Il Waalds Lavie ol (<Y Laid 400 i by jlaia) bl
U 5> 9a

Al saclall

3ffe:1944:0100:000a:0:00bc:2500:0d0b

Gl A iay V5 gl ane (Sadll e ) ST LS axe (Saall e 3330 slisegmentd) Ja1d sl e jioa
ipv6d! & Bitd! 2 J8 el g Lgidda

JSE ()5S g

3ffe:1944:100:a:0:bc:2500:d0b

A zac )

f02:0000:0000:0000:0000:0000:0000:0005

pedlagind JOA e besan a jlatia) (Seall (e daBh Jaial (5 g5 o) sinll Jala & ST o segment as) s clxie
Double Colons ::x

YV IS Gl sl S 1)

ff02::5

Y Segmentd! 8 Lediuad Y1 sac all Ay 2306 5 01 sac 1 JUal) 138 A a8 Uda 4 sa L

S elie pliad g el 8 4le o 5 Sl

S Jlall ) ela 113 5
2001:0d02:0000:0000:0014:0000:0000:0095

Y o s 1) J s 5 il b gas il Lala
2001:0d02:0000:0000:0014:0000:0000:0095

43 hall 03¢ LSS o g 5

S eUad 138 5 2001:d02::14::95

IPJ s 32a) 55 e iS5 () oy doOuble Colonsd) of sl Ja s 5 (e of cassadl
& zosaall dall 45 cogu 1)

2001:d02::14:0:0:9§

o

2001:d02:0:0:14::95

e e T Jani 38 Ll elly b )

dlalall Ly Jie casS ) cals

2001:d02::14::95

BV (a all o) ginll 4 jra 8 DAY Ld )l (Saal) (e
2001:0d02:0000:0000:0014:0000:0000:0095

o

2001:0d02:0000:0000:0000:0014:0000:0095

10
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P
2001:0d02:0000:0014:0000:0000:0000:0095

Cnon) sie (52 515 (o 520 Al (f LI 13) 5 Lo Juaialy o iy st e anlly o s o dlia zline Ul Lasks

IPv6 Address Types-4

unicast, multicast, broadcast Jie ¢ sl 322 (e (584 QS IPV4 L Jie
alia) lia (SY 5 ¢ )il sae (g 0 5Si Ladd [PV (6

1085 IPVB (A 03 shindl (e g ) i 00 i

Unicast-1

Multicast-2

Anycast-3

Unicast

one-to-one a5 Slea alSh 2ty Slea Of Gims IPVA 8 2a 5ie S Lok

A SN Cagus s e sy KT BSCIJ) 8 0SY 5 Unicastd) o g s <0 lia

Link-local unicast address-1

169.254.1.0 t0 169.254.254.255 s g s 5 IPVA & Private IPJ) 5l APIPAJ Jie s

Static ip G: b oe s DHCPJ) (e 023l ¢ dlie aa 113 2341 il all

z )= Destination ¢sh ) Jseasll 5 4803l A 755300 o i O @abaivs Y Unicastd) ¢ g il 138 43 d83all
Routing 41 s 388l Ja)s Jadé Jeay Jy 48000

HexadecimalJys FF80::/10 Jaa W 1111111010 Wila & il 13 aldl) () giall lodn

Y IPVBU (8 1384 5 255 255,55 ¢ guia ga oanil Laska 5 301 o gimy sl Bitsd) e (o /10 42 pale
1354 5 /10 ,/64 ,/128 dapay S5 Wb i) 22 58

Link-local &) sie e Node sl deany <o s J1 3l

EUI-64 consi 45y jla 4 2 clile cany ol gal) 48 jal

=il Mac Addressd! ¢ syl dlld 5 (e ) sie e J pandl LIBA e il ki 48 )b o4 Eui-64
a

Local-Link e culall Jasy oS Juadilly » i 2e Jlaté

Ol sl 0 oS s Jeay static sl DHCP &) s (psbie dudany e 330 Y5 Jealls canlall foay Laxie -1

s Prefixdu dala ¢ 585 g s 64DIE Jsl 028 Y 5 sl 58 128 bit e sSh IPVEJ) o) sie L2
<83 Al FF80 AT (oirey 1111111010 0583 <o g Biit e Jsl () J3A (e 585 528 5 NetworkID
35

bit54 araxe 5k 215 0 ssbud Bitsd) s caai Al Siras Bit 64 Il s o JI Bitd) <

S S8 64 Bit sl ¢S s 13)

- 128 bits e

- 0 ] Interface ID |

e G4 hits ——
1111 1110 10

_ﬁ-
10 bits

Lia EUi-64d) dee Ja 0é S i 0 o Lin 5 64 Bitd) b b

< S alall Mac Addressd) 33t interface id dde Glhss leall alad) a5 B o 5all 0 oS0 Sleadl o
A5V Gl e AS040)

16 Bit ) zliss <o e 131 64 bit S zlis3 <l 5 48hit (1« 05 Macd) of alas o Lasla

Ol sie sl 8 0l a5 FF FE a8 5 4Hexadecimald) o g 50 WiaL jleal) o 64

11
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Ethernet MAC address (48 bit) A
oo | 90 | 27 17 | FC | OF

Site-link Unicast Address-2

&S Global ipd! el o s 138 (& ul) (K Lal1 5 pim 333 8 V) BSCI leie aaiol ) (oo 020
Lo 55 Alaals laall douilly Ll privated! zliss 130 aly 5 5

Wand! 2 aaaies S 35 Private ip in ipv4d) 4 oo diall e g sill 138

c oA 138 U3 ipvd S1ae 0585 < (5 el Lasda 4y glie cilS e

10.0.0.0 - 10.255.255.255 (10/8 prefix)
172.16.0.0 - 172.31.255.255 (172.16/12 prefix)
192.168.0.0 - 192.168.255.255 (192.168/16 prefix)

ipye “; Ll ipvd (8 (s sbial) cuilS o2a

11111110 11 AUl JSilb (5368 Bit e Js) O s FFCO <« leaw () sic dSs

Site-link 4 1 a5 o) siall 138 3L Lo J

YJiEJ}A\o.JA oMMﬂMCuﬁu}»&w\h\

10 bits 54 bits 64 bits

o ] e
Lt e | Ll

F 3
h 4
F 3

1111 1110 11 Subnet ID Interface ID

Subnet idd! 4uala 44l 54bjtd) ¢ <

4nsii gl O sis ali () 5558 64Dt a8 5 AL Ll 5

Universal Bit— . IPV6 interface identifier— i W sl EUIJ) 2 7 &, bitd) o 4 sale o

MAC Addressd! oo Sli Cuaall Uge sy 134

2 0585 i gl paada QUL MAC Addressd! dsias 48 8 ) as Levie |EEEJ) 48 58 o dasal) 3

MACUJ! 3355 50 24 BIT JJ

universally administered address zlaas o)) siall e 3l 0 55k 7 o) Bitd) 058 o IEEEJ) 2en
3

; <— 3 bytes - 3 bytes —

Organisationally Unigue | Network Interface Controlled
Identifier (QUI) (NIC) Specific

g bits \

be|b7 |b& b5 |bd4|b3|b2] bl

k 0: unicast

1: multicast

JuedLl

0: globally unique (OUI enforced)
1: locally administered

locally administered addresside 3Lk La s ddlisa sal s JA (o O siall 138 a5 o (Sl (e 43 Al

12
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0 = universally unigue
Where U
1 = locally unigue

0 = multicast address

Where G
l_ 1 = unicast address

Uil Bit 0ooooouG

u=1

80 ( 27 | FF | FE | 17 | FC | OF

8

Modified EUI-04 address

unicastd! ¢ g sl 138 xa EUI-64d) 44 jha aladiu) (Saal) (e Ja andi = jlay (31 J)gadl
LRI

I el V)AL o8 f IV (e 13

Jrda S ol 13 Lok 138 5 ) i)l (B TPVBJ) Jand el A4S -1

ipv6 unicast-routing

JaY) Sy interfaced) G 3 o
ipv6 address fec0:0:0:3::/64 eui-64

local Linkd) pSe 450 e 58U Juai¥) 5 Routingd) dis cp disll (e & sl 128
Global unicast address-3

IPV4 & Public ip cusde st a5 ) Laml Y1 g 5 G ¢ 5l

2000::/3 = 001 Bit < unicastd) ¢ g s 13a fay

123 I32 148 64
| 2001| ooBs | : - Interface 1D |
REgiSiry e : :
ISP Prifix s— :
Site Prafix .
Subnet Prefix

IANA 38 b A Cpbiall o8 e J sl

Miad @ll and o) Saall (e il (g glindl Calias g

g 1335 [48 )5Sy o s Anling s (530) PrefixJlé Die 455 (o ST 2 g ol a5 lan 5SS 8 CilS 1))
SLA "Site-level Aggregator” Lad lele 3y ¢ 5 il Subnetsds aala v 16=48-64 <Ll ) <

164 5 sy Prefix zlisd <o gud Slia sas) 5 ASuE] #Uing g anal) ddass sie 48,80 cilS 13

1128 prefix zliad o s cold i anl 5 Slead o) sic zliag <€ 13) Ll

axi LAY € Global JI ¢ sbie ge EUI-640) 46yl axiin (Sae Ja La Jl 5
Jia
ipv6 address 2001:0:0:3::/64 eui-64

Anycast Addresses
IPV4 2 2 sie (Soal s nan 568 € G sliall e g sl 18 L

13¢] o pan il Jla 5 cilaad a8l () 5y shaall ol (53 sl () s Copad Caga 5 La iyt Laie il dda))
JsS 5

13
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alai Cagu s Destination ipdis daxs sa 5 s AY) 33ea¥) daxd ) Qi) 3 Cingy walaivn o) sie AnycastJé
ol e 3k ) e e (e ST (A i g ) aodain G gbiall e g gl 138 0 aeall o 11 Led Sl L

Jiad) 13 L) 13 € Cmnia 4 Sle

Costto A =25 '

Server A
Affe: 205110015

20 15 the Lowest Cost to
3ffe:205:1100::15,
50 I'll Lisa that Path

-
=]
Deslination; s —_——
)

Server B
Affe:206:1100::15

Costto C =20 !

Server C
HMfe:205:1100:15

AL YIS A Y 5 Jsa Y A el L jpVBe Jeand AS 5k 8 " U T aglll M Adyks g il B8 5
el 038 Aa2all ¢ g3 e Doy s Aaddll (i ) gty ol e S0 e

Anycast <l o3 aad Cagud < 5l ) sk deal) 038 (e e @bl ) Cualall 3 el Jans of zliag <l
sle JloYU o s 4ild deaall o e J geanl) Canlall o) i3] Cusy 3ffe:205:1100::15 s 5 ki 2a) 5 address
Cost Jil (e Cany 4l agins Taid Jl1 yig 1) ) Jemy Lerie 5 Destination 3ffe:205:1100::15J) ¢ sie ¢5% o

€ 613 Jams g suimpall g | o 8O Jaa g g ol s S (5 A

o A gl axiied) gy Q1Y Leda8 € il Chaay (g o <l il gan) (et O oxe Jii3 oSV L 138 il
Ol sindl (i Jart A8L1 ) ) Y 4S030

Multicast Address

Routingd! <Y sS ¢ s g1 53l alaza aa 4 U 288 (g9 gliall (pa & gill 138 8 pmy Y Lia (e g o jan Y o jlall Lanha
QTS TR P

856 Y) (e de sana om0 836 Y) e de sane ) Al Jl)) im g il 138

FF00::/8 125 ipv6en dalall Multicastd) o sie

ipv6 4l e

Router &)l Gaada ey FF02::20) siall 128

L S o g Multicastd! casbial eaisall Jsaadl 1aa oK) SV 5 J ghat Aailal) Ada
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Address Multicast Group

|FF02::1 | All Nodes

FF02::2 .AII Routers

|FF02::5 OSPFv3 Routers

FFO2::0 OSPFv3 Designated Routers
|FFD2::9 .FEIPng Routers

FFO2::A |EIGRP Routers

|FFO2::B Mobile Agents

FFO2::C DHCP Servers/Relay Agents
|FF02::D | All PIM Routers

Multicast Address Structure
112 bits .

f

0 if Permanent

Flag - H
1 if Temporary
Flag | Scops 1 = Interface-Local
e [ D15 s st 5 15 e 2 = Link-Local

3 = Subnet-Local
Scope = 4 = Admin-Local

5 = Site-Local

8 = Organization

E = Global

Multicastd! (s @ SI3 8 (¢ &5 o Jeadl) e 5 Scoped) €135 Flag 0 or 1d) o5Ss e las S
Stateless\Stateful Autoconfiguration

daand (oS 5 ) Lguany ae B ) Cajati CaS Case Y O Jia U SV 1 ) &l 3o ) 5 J iy i (Sae
€400 45y ks iV (e 3 e duand @€ AT inar ¥ of DHCP i Ja 5 i sbiall e
Stateless\Stateful s 5 2l 44 )y glie e J saall (g )l llia

Gl e J sasll (2 DHCP for IPV6 "DHCPVE"J! L= "3 jea¥ 1" Hostd) ais 93 =5 5 Stateful
& ol e alde ) Al G DHCP e 4 ol siall e J gaall Hostd) aadaivn o)) 25 o8 5 Stateless
Ol sl e J gl

Statelessd! (¥ ¢y cagus

Olsie sl 4l O alas il ka5 4ndil Link-local ¢ sie delivas a5 ipV6 e s sing (3 clall Ty Loie
& 4 palall Mac-Addressd! 48lialy 4358 38 ¢ Sy (53l g 40 palall EUI-64J) 4« 4S5 FE80<= Link-local
Ol & Cosu A5 "FFFE" Macd caalie & Cu 16J) bl

FE8O::interface id(64 bit)

LY 5 J sl amy ALl jaa¥) sl &k Lol

15
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Link-local J s 41 JAT Host ¢sh @i oS 13) Lo oy G HOSED) 28 g5 g sadl (e s ad 5 lld 2ay

IP J o555 Neighbor Solicitation (NS) (eems ey du p oF J3& (e @l o 58 40 (2 Address

&> 4 panns 525 Multicast Address s o) siadl 132 s FF02::1 o) sl s Al )l s34 8 Destination
Multicast s L Broadcast 4 <l —ize (il ' Multicast Addressd! z & 52 3 s sall Jsaall asl ) Hostd
"ALL Nodedb =ls

Noded! alivf 13 5 Neighbor Advertisement (NA) Lu 5 3y o gus 43ld () 5iall G Al Noded) <lli (e aaf )
4 s=la) Link-Local Addressd Disable Jexs p sk < g 438 o giall J Y1 8 Jls ) 53

daaad o Janiall (e sda o iall ) S5 A Mac Addressd) e i) & ) giall L LS jra e (SY
L ) K5 Chaa 13) Caang 38 13le Gy o camy S oSY

Router ae Jabail) 4 5 5uaa 5 a1 s ye 8 oy Unique Link-local Address 4 Hostd) st ¢ ax
Default Routed) Jic led sa Al 38081 e il glae 48 jaa ga b 8l

Destination Address FF02::2 J) 55 s Router Solicitation (RA) sess dlus y Jls b Hostd! ay
Routersdb u= Multicast &) sie s 5

Router Solicitation

Source address =
Destination address FF02:2, the
all routers multicast address

FF02::1 Multicast 0)sie e 05555 A Router Advertises (RA)Jb oams e Jus s 216 Routerd) o 52
Default Routed)s Linkd) 13 (e 3 g sall 4080 o slie 5l "4l o) sie™ Prefixd) e s5a35 address
Source address = Router's link-local addrass

Destination address = FF02::1, the all noc es
multicast address

Router Advertisement 6

J iy aging Sigoll gl Clia s Al Gla slaally Glaina¥) 5 Autoconfiguration dess Hostd) a st <lls aey &5
prefix
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Router advertisement includes
Network-Type Information
(Prefix, Default Route, ...)

Host Auto-Configuration Address is:
Prefix Received + Link-Layer Address

duplicate address detection (DAD) « = W "Autoconfiguration™ 4lesl) sda e Gl

Address Type
Unspecified
Loopback
Muiticast
Link-Local Unicast

Site-Local Unicast
(Deprecated)

Global Unicast (Currently
allocated)

Reserved (Future global
unicast allocations)

Ethernet*
PPP*

Guilall 138 3 5yl il sala

s2a) 5 interface e ol sie e siSI
055 O (See Sl 2l 5 5 B ipVB Address (e ST e (s sisg o gkivn IPV6 dde S s Device
Anycast sl Global ol sie e ST 4l () & o Lead (Sas s Global sSite-local s Link-local ol sie 4
........... 135a y Multicast s Address

Csbiall e 1388 Jia 5 Loopbackd) Jie o bl (adly J saa Ciaa g

High-Order Bits (binary) |
00...0 '
|00...1
11111111
11111111010
1111111011

0o1

Everything else

High-Order Bits
{Hex)

|::f128

_ 1:1/128

| FFOOD::/8
:FFBD::,-"ID
|FFCO::/10

| 2x000::f4 or oot f4

IPv6 over Data Link Layers
IPV6J) ac xiData link Layer JI g s alass

High-Level Data Link Control (HDLC)*

FDDI
Token Ring

R

17
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Attached Resource Computer Network (ARCNET)
Nonbroadcast multiaccess (NBMA)

ATM**

Frame Relay***

IEEE 1394

* Cisco Jaad t\}\;y\ 0da pe X,
** Cisco L ac i ATM permanent virtual circuit (PVC) and ATM LAN Emulation (LANE).
#+ Cisco haéd ac i Frame Relay PVC.

= Ethermet
- PPP

» High-Level Data Link Controd (HDLC)
= ATM
* Frame Relay

IPV6 & Routing Protocol-5

IPVBJ Aaliall agn il Y oS 5i s (e Cadnhi Cogus 5 ) 124

IPV6J &= Routing protocold! dla s 138 | <l jad) (s Calinsd Ll y Cilyanal) Calias Uil
IPVBJ! dsle all Y 5 65 5l (N (m jmians C s s

* IPvG routing types
- Static
- RIPng (RFC 2080)
- O8PFv3 (RFC 2740)
- 15-15 for IPv6
- MP-BGP4 (RFC 2545/2B58)
- EIGRP for IPvG

Routing Protocolsd! Jee 4 5 dpulu) aaliall 8 Cadisl Y

Static Route

ipV4 (B 4nds 58

YIS S Y

ipv6 route ipv6-prefix/prefix-length interface-type interface-number[administrative-distance]

18
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FECO:3:204:C1FF:FES0:F1CO

Honeybee

oL Aol wilsl

FECO::3:230:94FF.FE24:B780

FECD::8:0:0:0:0/64 (For ol = 2 0 FECO:5:0:0:0:0/64

- ' : SEI.-'D.E‘ - '

FECO0::1:204:C1FF:FE50:F1C0 Honeypot

FECO::1:2B0:64FF:FE30:1DEQ | 50/0.2

ol

i

Honeytree

FECO::A:0:0:0:0/64

Configuring Honeypot's IPv6 static routes
[ipv6 unicast-routing vV la> opo ,oVl 13 ipv6 Luw) by Default
interface serial 0/0.2 point-to-point

ipv6 address fec0:0:0:3::/64 eui-64

ipv6 route fec0::1:0:0:0:0/64 fec0::3:204:cl1ff:fe50:f1cO

ipv6 route fec0::a:0:0:0:0/64 fec0::3:204:cl1ff:fe50:f1cO

ipv6 route fec0::8:0:0:0:0/64 fec0::3:204:cl1ff:fe50:f1cO

ipV4 2 250 s L Jia interfacedb o siadl Jlagiul (Sae dda sale

Configuring IPv6 static routes for Honeytree.
ipv6 route fecO: /64 fec0::1:204:cl1ff:fe50:f1lcO

:8:0:0:0:0
ipv6 route fec0::3:0:0:0:0/64 fec0::1:204:cl1ff:fe50:f1lcO
ipv6 route fec0::5:0:0:0:0/64 fec0::1:204:cl1ff:fe50:f1lcO

Configuring IPv6 static routes for Honeybee.

ipv6 route fec0::a:0:0:0:0/64 fec0::1:2b0:64FfF:fe30:1de0
ipv6 route fec0::5:0:0:0:0/64 fec0::3:230:94FfF:fe24:b780

iPV6 & ipV4 (s 2l 53 ¢ (Saall e Al CERY (530 el a5 Glaall JUal) kil

RIPng

"Routing Information Protocol next generation” _b<aial sa 5ipv6d! & Ripd) sl sa 138
134 5 15 hop count Jis Rip2 Lle aiay Al ae ) gl uss e adiay

Multicast FF02::9J) o)) sie (8 42a Calis
UDP port 521 J~_» Updated!s

Ripng a8 calisy Ly

Step 1 enable
:Example
Router> enable

Step 2 configure terminal

19
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:Example

Router# configure terminal

Step 3 ipv6 router rip word

:Example

Router(config)# ipv6 router rip cisco
Step 4 maximum-paths number-paths
:Example

Router (config-router)# maximum-paths 1
Step 5 exit

:Example

Router(config-if)# exit

Step 6 interface type number

:Example

Router(config)# interface Ethernet 0/0
Step 7 ipv6 rip name default-information {only |
[originate} [metric metric-value
:Example

Router(config-if)# ipv6 rip cisco
default-information originate

OSPFv3
Lssalulaﬁuqu\uSYMuuy\ Q_Q‘}AIAJIAJ&‘}AA‘}A‘SA}

Based on OSPF version 2 (OSPFv2), with enhancements
Distributes IPv6 prefixes

Runs directly over IPv6

Operates as “ships in the night” with OSPFv2

B (al A

128-bit addresses

Link-local address

Multiple addresses and instances per interface
Authentication (now uses IPSec)

OSPFV3 runs over a link rather than a subnet

IS-1S
2aal) sa L dadd s e

Two new Type, Length, Value (TLV) attributes
IPv6 reachability

IPVv6 interface address

New protocol IDS

Step 1 enable

:Example

Router> enable

Step 2 configure terminal
:Example

Router# configure terminal

Step 3 router isis area-tag
:Example

Router(config)# router isis area2
Step 4 net network-entity-title
:Example

20
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Router (config-router)# net
€.0049.0001.0000.0000.000

Step 5 exit

:Example

Router(config-router)# exit

Step 6 interface type number

:Example

Router(config)# interface Ethernet 0/0/1

Step 7 ipv6 address {ipv6-address/prefix-length | prefix-name sub-
bits/prefix-length}

:Example

Router(config-if)# ipv6 address 2001:0DB8::3/64
Step 8 ipv6 router isis area-name

:Example

Router(config-if)# ipv6 router isis area2

EIGRP

IPV6 = 3252 90 ipV4 (A daial) A8, Hhall i

Step 1 enable

:Example

Router> enable

Step 2 configure terminal

:Example

Router# configure terminal

Step 3 ipv6 unicast-routing

:Example

Router(config)# ipv6 unicast-routing
Step 4 interface type number

:Example

Router(config)# interface FastEthernet 0/0
Step 5 ipv6 enable

:Example

Router(config-if)# ipv6 enable

Step 6 ipv6 eigrp as-number

:Example

Router(config-if)# ipv6 eigrp 1

Step 7 no shutdown

:Example

Router(config-if) no shutdown

Step 8 ipv6 router eigrp as-number
:Example

Router(config-if)# ipv6 router eigrp 1
Step 9 router-id {ip-address | ipv6-address}
:Example

Router(config-router)# router-id 10.1.1.1
Step 10 no shutdown

:Example

Router(config-if) no shutdown

Step 11 exit

:Example

Router(config-router) exit

Step 12

show ipv6 eigrp interfaces [interface-type interface-number] [as-number]
:Example

Router# show ipv6 eigrp interfaces

Multiprotocol BGP (MP-BGP)
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Multiprotocol extensions for BGPv4:

» Enables other protocols that IPv4

* Mew identifier for the address family

|PvE specific extensions:

= Scoped addresses: NEXT_HOP contains a global IPvE address and potentially a link-
local address (only when there is a link-local reachability with the peer).

« NEXT_HOP and NLRI are expressed as IPv6 addresses and prefix in the multiprotocol
altributes.

:\.k;u.u._\l\ &L\GL'A}(\ U

< ghadl) adls

Step 1 enable

:Example

Router> enable

Step 2 configure terminal

:Example

Router# configure terminal

Step 3 router bgp as-number

:Example

Router (config)# router bgp 65000
Step 4 no bgp default ipv4-unicast
:Example

Router(config-router)# no bgp default
ipv4-unicast

Step 5 bgp router-id ip-address
:Example

Router (config-router)# bgp router-id
192.168.99.70

138 Jranil g o [PVEU) (Lo o 5 e (3l 488 iy g i el 531 028 (e mpall 532008 (g 3y 3all 48 yaal
)
Cisco 10S IPv6 Configuration Guide, Release 12.4
http://www.cisco.com/en/US/docs/ios/ipv6/configuration/gquide/12_4/ipv6_12_4 book.pdf

OSPFv3-6

G A Bl Al o) S o Y S G ¢ e e Lol 5 1L SSYI S 55500 8 OSPFJI oY 5
BSCIJ! zeie o 4l 125 [PVBJ

OSPFV2,0SPFV3 ¢ 4dbiilly fas Y

OSPFV3 & 5352 50 OSPFV2 g 3352 sall Packet Jl g sl i1

Packet type Description

1 Hello

2 Database Description

3 Link State Request

4 Link State Update

5 Link State Acknowledgement

IRVENIRUr =N g JOY
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Mechanisms for neighbor discovery and adjacency formation are identical-2
Exchangeds Exstartd) ge Wasd &3 Down sate ,init state , Two-way sate oo st US Laie SX5
OSPFV3 325 30 i () 028

point-to-multipoint s nonbroadcast multiaccess (NBMA) (e 38 Lead OSPFV3J) ac i -3
topology. OSPFv3 also supports the other modes from Cisco, such as point-to-point and
broadcast, including the interface.

OSPFV2 (e Jea! (ka3 IS Agingd)s "Flooding LSA" Aread! 8 LSAJ Jusi) Lyl 5 -4
Al oLl b YT agi Agliid) LAY 8 o2 (b

OSPFV2J! ¢ 15 JBi 138 5 16-byte s OSPFV3 Packets g)sif ¢ g5 sk uald Header Js-1

- All OSPFv3 packets have a 16-byte header versus the 24-byte header in OSPFv2.

Version | Type | PacketLength Version | Type | PacketLength
Router ID Router ID
Area ID Area ID
Checksum | AuType Checksum | Instance ID | 0
Authentication
Authentication

sl ot 3 Field @l o)) 5 ciial 38 Fieldd! gians o s oY1 38 55 dlia zlialy Jaiall Cuudl
pedda &3 o3 (e AlSE o g )

& IpvBdl (& eal) o Jans Wil g sl cudl s AuType , Authentication , Authentication ¢ S
s 3a Adaall 0S5 (3635 IPVBJ) Y OSPFV3J) (e sl diida s Jas o3 13 Built in Ll W5 Js oaslisl o o
OSPFV3J! (e

Instance 1D e (3lasd Ciliadl) Fieldd! dsills Ll

Multiple OSPFV3 instance support— e W sc OSPFV3J!

Eigrp JsSsin 8 35 sall ASJI 5 S8 Ludi 2 5 AUtONOmOusS Systemd) s (Jxa 5

By Default = 0 il ) <55 Instance IDJ) 4ad i 8 4S8l dinterfaces J) <L of g g

‘ ‘ Link-local addresses are used-2
Link- le 5 5ia3 308 [P Address o S8 el ¢S o) s A seas @il IPVB interfaces Of plad 2l bk
Site local e 5533 o) Saall (e Liadl 5 Link-local Address & Global Address

s (pall pe ) Gl
ol Link locald! alasiul aby g Ja | sasiudl Source ipd) s e &l yis ) o Adjacenciesd) Sliles 8

Link-locald) aiie <o g Adaluy 5 AdaY)
£9¢ Next hopd aaaiu <8 s Liayl il Source [P alaaiuy) o8 Jasd e iy (|l
Al
Skrewt#show ipv6 route
IPv6 Routing Table - 16 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route
11 - ISIS L1, 12 - ISIS L2, 1A - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1l - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
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C 2001:DB8:0:1::/64 [0/0]
via ::, Serial0/0
L 2001:DB8:0:1::1/128 [0/0]
via ::, Serial0/0
O [2001:DB8:0:1::2/128 [110/64]
via [FE80: :206:28FF:FEB6:5BCO, Serial0/0

JUiall b padinl ail ae aaY

"Next Hop Link-Local Address FE80::206:28FF:FEB6:5BC0"J
"Global Address 2001:DB8:0:1::2/128" ) J s=a s\

Next Hop<! Link-local Addressd) alasiuly s 13 Cuagd ¥ o)kl

OSPFv3 runs over a link-3

353 sall JiaSubnetd) e slaie Y 13 o) gie (e JST L 05 O (Saall (1 IPV6 interfacesd! of Llaay Lilad
iPV6 J) (8 (s | 1S o) i S gy Sy O (2 535 ) gt OSPRV3J) (4 253 50 Ul OSPFV2J)
Link-local Addressd e a¢in Lad Communicationd) # aaaldiel o) ) aa 5 @l g subnet

Multicast addresses -4
OSPFV3J! 8 (pslimll & i
FF02::5 224.0.0.5
FF02::6 224.0.0.6

Removal of address semantics-5
OSPFV2 & WS cilsulll oy dlie | besy (4 Router LSA |, Network LSA ¢« 3
EaY LSAJ e 85 Casug

128bit ¢« 0555 IPVEJ! 0l sie 5 32bit ¢ 0585 Router IDJ) of s sl 531 Router 1D Y 4wl
(config-if)# router-id <ip address> »¥! J3& (e Router IDJ) 4AUSy <l 685 ) Jas aga 138 5 218
Router ID 25 5 a2l clld s OSPFJ) dazy (1Y) 5

LSA Types

Y 00 peied 6,8,9,10,11 0o S Ulaal LSAJ g 151 11 llia o e OSPFV2J) (500 (o s Liians 38 1S
BSCIJl agdll 5ok ol (A1 5 CiSCO 4ae s

AY Gandls V2 2 Leilia die 83 5a gall egall (udiy o 5 Lgaiany LSAJ) (e g 1551 9 ligd OSPFV3J) 4 Ll
2aad) ellia 5 Lilad calia)

OSPFV3 (& LSAU ¢ 5l e s (s Jsaall 134 (i yaiaail

OSPFVv3 LSAs OSPFv2 LSAs
LS Type Name Type Name
0x2001 Router LSA 1 Router LSA
0x2002 Network LSA 2 Network LSA
0x2003 Inter-Area Prefix LSA 3 Network Summary LSA
0x2004 Inter-Area Router LSA 4 ASBR Summary LSA
0x4005 AS-External LSA 5 AS-External LSA
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0x2006 Group Membership LSA Group Membership LSA
0x2007 Type-7 LSA NSSA External LSA
0x2008 Link LSA No Corresponding LSA
0x2009 Intra-Area Prefix LSA No Corresponding LSA

JRJER PN

Router LSA Type "0x2001"-1

il Addresses sl e Router LSAJ ¢ssis3 of (¥ Router LSAJ 4dda s of s s Cias d3aa)
OSPFV2 & &y S LS Routerd! s slael) il

Gaai Cagu Sl LSA type 9 s» lsall € Prefixd! ol Addressesd! Ju ) dages o st <o s (30 13) J) 5
GaY e

Network LSA Type"0x2002" -2
IDs ki Addressesd! Jasi ¥ Network LSAJ duily g sll i

Inter-Area Prefix LSA "0x2003"-3
Lasd ) yuai V) 4l Gasy ol LSA Type 3 in OSPFV2 dege (i

Inter-Area Router LSA-4
Lasd ) yuai V) 4l Gasy ol LSA Type 4 in OSPFV2 dege (i

alef 4l 518 Jsall (b AR (S Y 5 OSPFV200 45 )lie Cailda gl) (i gt 5 agie Caaay ol Type 5,7 dwilly
Cisco ke xi ¥ Type 65

Oraall cpadsall e Eaaall (Y1

Type 8,9 22

flooding scopes s s B LAY 355 agie Cuaall Jd

Autonomous Systemd! Jals alArea I Jals ol Linkdl dals s da LSAJ e 138 Gays
Lo 305 llia

"inside Link" 4:a)l Jals i a5 g LSAJ Ol Walinss Link local-1

L Area J) Ja)2 Flooding led cuasy Cosw of Wlias : Area-2

ASJl Jals Flooding Wl ¢asy Case LSAJ of - Autonomous system-3

13k a8 Link Local Flooding Scope 4s3ua 4 LSAJ) (e (SN ¢ i) J &1 Ll alai o 3Y <ol Ay
LSA Type 8,9 I ga 5 oY)

Link LSA Type "'0x2008"-8

z oA Y "Link" 48 Jasa Ja)a Sixs Jocal-link flooding scope 43 g sl 13a e el & (Sae dala J

Linkd) z s
‘)iy\ ;A;.ﬂ\

25



CCNP-BSCI IPV6 oL Aol wilsl

“ 32 Bits >

8 | 8 8 | 8

Link State Age 0X0008

Link State ID

Advertising Router

Link State Sequence Number

Link State Checksum Length

Router Priority Options

— Link-Local Prefix Address —]

Number of Prefixes

Prefix Length Prefix Options 0X0000

Address Prefix

Prefix Length Prefix Options 0X0000

Address Prefix

Lo 5 40l Jala Ly Gl IPV6 Link-local Addressd) o olai Ll o8 (el LSAJ) 3 dac 4
interface J) »3¢ o=l Router priorityd) s Linkd) s3a (8 ol pall 4alall Link-local Addressesd
Linkd) s3a 332 5a 5all ip Address Prefixesd) 43S Lyl Jass

R3#show ipv6 ospf database link
Link (Type-8) Link States (Area 0)
LS age: 1936
Options: (V6-Bit E-Bit R-bit DC-Bit)
LS Type: Link-LSA (Interface: FastEthernet0/0)
Link State ID: 3 (Interface ID)
Advertising Router: 26.50.0.3
LS Seq Number: 8000002E
Checksum: 0xD7B3
Length: 68
Router Priority: 1
Link Local Address: FE80::204:C1FF:FEDB:2FAOQ
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Number of Prefixes: 2
Prefix Address: 3FFE:FFFF:1:: Your interfac
Prefix Length: 64, Options: None
Prefix Address: 3FFE:FFFF:1:: Remote inter
Intra Area Prefix LSA Type "'0x2009" -9

< 32 Bits >
8 | B 8 | 8

Link State Age OX2009

Link State ID

Adwertising Router

Link State Sequence Number

Link State Checksum Length

Number of Prefixes Referenced Link State Type

Referanced Link State 1D

Referenced Advertising Router

Prefix Length Prefix Options Metric

Address Prefix

Prefix Length Prefix Options Metric:

Address Prafix

0o V) Slaslea sk Y pesl LSA Type 1,201 oo i 8 US Ll e |5 S35 [ SAJ) 8 5an) 5 pal (o8 o3a g
Gl s s b Al iy JLABJ\ Address PrefixJ)s Costdl e dalall il slaall il Ll RIDS
Area Flooding Scope i3 LSAJ o3 5 LSAJ) 038 58 laaad (o gud 48U Cila slaall &S e Ly
Type 3,Type9 ~» 4Suill 4 uu‘-vd\ JS a3 G LSAS of () o535 o gad LSA) 0 sl Al 8

Address Prefix and LSAs

Prefixd) aaaingd V) Ll il o stie a5 3 Maskd) pasios US ™ jeall Jysha U [PVAJ) oLl o3 LS

J e Octet &6 J ol of o f el e S8 255,255,255,0 192.168.1.0 padies US ual i Siay
. LSAJ 4 Network Id e« Maskd! g1 ¢ s S @lids Network 1D 48l o) sie

dalid (585 G 32 U5l o (sinas 2001:0410::/32 o siadl alell IS () 555 Prefixdb (556 <o s (V1 Ll
Network ID<
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Ledie 5 ol )i & e 5S35 Prefix Length ew 3 Fieldd) 8 o585 < s Segmentd) A LeilSe ool cuka
Default Route 43 = 3 lé Field =01 128 ¢ 5%

Vg

i

( Customer ;'ﬂ..
(k No.1 J

2001:0410:0001:/48

. Announces
/ By, unly the /32 prefix

2001:0410::/32 "“‘

’ g - "‘"" IP\.-E &
Customer "'°~:- Internet
MNo.2 20!]1 16

2001 ﬂ41ﬂ 0002:/48
Sl 8 A8k o geda Jue Gl 4Gy ylay (g glial) & i ) g aanail) Ble ) je A8 B ) gall 8 JaaY

Configuring OSPFv3 in IPv6-7

8shads 8 sl alaxy o 683 o gu 5 Lall Jgs 1 gan 5l
Step 1
an M) el ) sy 5

Step 2

S eV AU, ALy o 63 o s A IPVE by Defaultd) Juais ae 3 Y [OS gems IS of i) Lo e
ipv6 unicast-routing

Step 3
Aread) < =i 4
interface type number
Example:
Router(config)# interface ethernet 0/0
lipv6 ospf process-id area area-id [instance instance-id]|
Example:
Router(config-if)# ipv6 ospf 1 area O

Router IDJ) s 585 o)) cang 138 J4
OSPF router-id Command
Example:
[Router (config-router)#router-id 172.16.1.1|

IPV4 o) sie 5} Routerd! & <l (5sSs ol 13 las dega jdnis J 58 5 ghadll o2

OSPFVv3 Route Summarization

enable .1

configure terminal .2

ipv6 router ospf process-id .3

area area-id range ipv6-prefix/prefix-length [advertise | not-advertise] [cost cost] .4
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Case Study
a¢d Summarization Jdee 3 iy GlSud &6 el
Ol 2001:0DB8:0:0:7::/64 [110/20]
via FE80::A8BB:CCFF:FE00:6F00, Ethernet0/0
Ol 2001:0DB8:0:0:8::/64 [110/100]
via FE80::A8BB:CCFF:FE00:6F00, Ethernet0/0
Ol 2001:0DB8:0:0:9::/64 [110/20]
via FE80::A8BB:CCFF:FE00:6F00, Ethernet0/0

Lasac Subnettingd) 4 agd 2 Al sl (s siua I cilia g (5585 O ang OV il Laida

OS e agil Jaa DU (g g Glanall Lpdany e Sl 028 JS & i ) Bitsd) sae oS s die Candi Cagu La J5l6
48 bit &

S oY) S g 1)

Router (Config)# ipv6 router ospf ]
Router (config-rtr)# area range 1 2001:0DB8::/48§

Verifying OSPFv3

clear ipv6 ospf ¥

B e Alleall vay SPRJ dasy

clear ipv6 ospf [process-id] {process | force-spf | redistribution |
counters [neighbor [neighbor-interface | neighbor-id]]}

show ipv6 route ¥

IPv6 Routing Table <l (= =
show ipv6 route [ipv6-address | ipv6-prefix/prefix-length | protocol |
interface-type interface-number]

Routerl#show ipv6 route

IPv6 Routing Table - 8 entries

Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route

11 - ISIS L1, 12 - ISIS L2, 1A - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1l - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2

C 2001:410:1:1::/64 [0/0]

via ::, FastEthernet0/0

L 2001:410:1:1:216:46FF:FE50:C470/128 [0/0]

via ::, FastEthernet0/0

0 2001:410:1:2::/64 [110/782]

via FE80::216:46FF:FE10:FC00, Serial0/0/1

C 2001:410:1:3::/64 [0/0]

via ::, Serial0/0/1

L 2001:410:1:3:216:46FF:FE50:C470/128 [0/0]

via ::, Serial0/0/1

0 2001:410:1:4::/64 [110/782]

via FE80::216:46FF:FE10:FDBO, FastEthernet0/0

L FE80::/10 [0/0]

via ::, NullO

L FF00::/8 [0/0]

via ::, NullO

show ipv6 interface ¥

interfacedb daldll ipv6 o Aaldd) Sl slaall &l (ya jmy
show ipv6 interface [brief] [interface-type interface-number] [prefix]
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Routerl#show ipv6 interface

FastEthernet0/0 is up, line protocol is up

IPv6 is enabled, link-local address is FE80::216:46FF:FE50:C470
:(No Virtual link-local address(es

:(Global unicast address(es

[FF:FE50:C470, subnet is 2001:410:1:1::/64 [EUI2001:410:1:1:216:46
:(Joined group address(es

FFO2::1

FF02::2

FFO2::1:FF50:C470

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds

ICMP redirects are enabled

ICMP unreachables are sent

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

ND advertised reachable time is O milliseconds

ND advertised retransmit interval is O milliseconds

ND router advertisements are sent every 200 seconds

ND router advertisements live for 1800 seconds

ND advertised default router preference is Medium

-Hosts use stateless autoconfig for addresses

Serial0/0/1 is up, line protocol is up

IPv6 is enabled, link-local address is FE80::216:46FF:FE50:C470
:(No Virtual link-local address(es

:(Global unicast address(es

[FF:FE50:C470, subnet is 2001:410:1:3::/64 [EUI2001:410:1:3:216:46
:(Joined group address(es

FFO2::1

FF02::2

FFO2::1:FF50:C470

MTU is 1500 bytes

ICMP error messages limited to one every 100 milliseconds

ICMP redirects are enabled

ICMP unreachables are sent

ND DAD is enabled, number of DAD attempts: 1

ND reachable time is 30000 milliseconds

-Hosts use stateless autoconfig for addresses

show ipv6 ospf <Y
ipv6 Processesdb dalall e glaall (1 jo o 54
show ipv6 ospf [process-id] [area-id]

Router7#show ipv6 ospf

Routing Process "ospfv3 1" with ID 172.16.3.3

It is an area border and autonomous system boundary router
Redistributing External Routes from, connected

SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 secs. Minimum LSA arrival 1 secs

LSA group pacing timer 240 secs

Interface flood pacing timer 33 msecs

Retransmission pacing timer 33 msecs

Number of external LSA 3. Checksum Sum 0x12B75

Number of areas in this router is 2. 1 normal O stub 1 nssa
(Area BACKBONE(O

Number of interfaces in this area is 1

SPF algorithm executed 23 times

Number of LSA 14. Checksum Sum Ox760AA
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Number of DCbitless LSA O

Number of Indication LSA O

Number of DoNotAge LSA O

Flood list length O

Area 2

Number of interfaces in this area is 1

It is a NSSA area

Perform type-7/type-5 LSA translation

SPF algorithm executed 17 times

Number of LSA 25. Checksum Sum OxXE3BFO

Number of DCbitless LSA O

Number of Indication LSA O

Number of DoNotAge LSA O

Flood list length O
show ipv6 ospf neighbor <Y
Neighborsd ge il slas clias,

Routerl#show ipv6 ospf neighbor detail

Neighbor 10.200.200.12

In the area O via interface Serial0/0/1

Neighbor: interface-id 7, link-local address FE80::217:95FF:FE42:C330

Neighbor priority is 1, State is FULL, 6 state changes

Options is Ox46EAC429

Dead timer due in 00:00:33

Neighbor is up for 00:31:57

Index 1/1/1, retransmission queue length O, number of retransmission 1

(First 0x0(0)/0x0(0)/0x0(0) Next 0x0(0)/0x0(0)/0x0(0

Last retransmission scan length is 1, maximum is 1

Last retransmission scan time is 0 msec, maximum is O msec

show ipv6 ospf database V!
Databased! e e slae clilaay

RouterA#show ipv6 ospf database
(OSPFv3 Router with ID (1.1.1.1) (Process ID 1
(Router Link States (Area 0
ADV Router  Age Seq# Fragment ID Link count Bits
x80000005 0O 1 BO 485 1111
x80000002 0 1 None0 485 3333
(Net Link States (Area 0
ADV Router  Age Seq# Link ID  Rtr count
x80000001 4 20 494 1111
(Inter Area Prefix Link States (Area 0
ADV Router  Age Seq# Prefix
x80000001 3FEE:FFEF:1:/640 1360 1111
(Link (Type-8) Link States (Area 0
ADV Router  Age Seq# Link ID Interface
x80000001 4 Fa0/00 1504 1111
x80000001 4 Fa0/00 496 3333
(Intra Area Prefix Link States (Area 0
ADV Router  Age Seq# Link ID Ref-Istype Ref-LSID
x80000001 1004 0x2002 40 561 1111
(Router Link States (Area 1
ADV Router  Age Seq# Fragment ID Link count Bits
x80000002 0 0 BO 1316 1111
(Inter Area Prefix Link States (Area 1
ADV Router  Age Seq# Prefix
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x80000001 3FEE:FFFF:1::/640 1436 1111
(Link (Type-8) Link States (Area 1
ADV Router  Age Seq# Link ID Interface
x80000001 6 Se0/0/00 1436 1111
(Intra Area Prefix Link States (Area 1
ADV Router  Age Seq# Link ID  Ref-Istype Ref-LSID
x80000001 0O 0x2001 00 1436 1111
&= padle @ i 13 database-summary dila) i
RouterA#show ipv6 ospf database database-summary

(OSPFv3 Router with ID (1.1.1.1) (Process ID 1
Area 0 database summary

LSA Type Count Delete Maxage
Router 2 0 0
Network 1 0 0
Link 2 0 0
Prefix 1 0 0
Inter-area Prefix 1 0 0
Inter-area Router 0 0 0
Type-7 External 0 0 0
Unknown 0 0 0
Subtotal 7 0 0
Area 1 database summary

LSA Type Count Delete Maxage
Router 1 0 0
Network 0 0 0
Link 1 0 0
Prefix 1 0 0
Inter-area Prefix 1 0 0
Inter-area Router 0 0 0
Type-7 External 0 0 0
Unknown 0 0 0
Subtotal 4 0 0
Process 1 database summary

LSA Type Count Delete Maxage
Router 3 0 0
Network 1 0 0
Link 3 0 0
Prefix 2 0 0
Inter-area Prefix 2 0 0
Inter-area Router 0 0 0
Type-7 External 0 0 0
Unknown 0 0 0
Type-5 Ext 0 0 0
Unknown AS 0 0 0
Total 11 0 0

Transitioning IPv4 to IPv6-8

33 4 V) el OIS 0f 5l SE S 21l LeS 23l [PV6 ) oalie J a3 dllin )5S of naall (0 (S Lk
SN Gpuniga JS al O (it ¥ gl 5 IPVEJ) Y Jsmilly 5 plaladl (e S 5l 5 cladaiall o gl of cm ¥
IPV6 4 A Jenll (8 jiny

lus LY b1 330 IPVB (s shae a8 0S¥

025 IPVE ) snll deld 55 )% 5Ly ) b Caanli (I35 clligh V3gl

Dual stack
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IPv6-over-1Pv4 (6to4) tunnels

‘ Dual stack
< gl i 3 1P protocol (v4,v6)d) (e (re si daz ol ki noded! o L 2ay
IPvd

rm
; IPyd/IPvG Intemat
:.. wl

IPvE

 Pve
(‘Llnternet
o

IPVEJ) e 35 [OSJ) genss (3 Bl fel) alaza

a3 sl "Application programming interface (API)"  interfaced) (e duae ) Ciliukils
IPv4,6J

IPVEJ) Jardsi 2y clile e S8

ipv6 unicast-routing

IPV4 Osbins el el i s interfaced) le Jas o

Ul gl Gaany (5 [PV dualall o sliall Liagf (S g

The ipv6 address [IPv6-address] [/prefix length]

Jla

Dual-Stack

Router1 conf t
ipvé unicast-routing

IPv6 and IPv4
Network interface ethernetl

ip addreszs 192.168.99%.1 255.255.255.0

ipve address 3ffe:b00:cl8:1::3/127

IPv4; 192.168.99.1
IPv6: 3ffe:b00:800:1::3

IPv6-over-1Pv4 (6to4) tunnels

A0k pgin Jay 555 IPVB (hent (150 llia () oS5 Laie Lghaaal il dleal) 038 s Tunnelingdls Ledle 3l e
IPvAc Jass

ipv4 ASeh 8 Jeall pald Adla) Header paaiun el 13a 5 (38l Jie o 2 Jand il Jal) jlsd

3 pall bl Jlia
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- | IPv6 Header | IPvé Data | IPv6 Header | IPv6 Data
IPv6 IPvé
Host Dual-Stack Dual-Stack Host

TN Router S Router —
IPVE { 1PvaT Ty IPvE &
Network —> {u Network

Tunnel: IPvE in IPv4 Packet

_ IPvE Header | IPvE Data |

ipv6 header o Packetd) ¢S o) oxudall (e (el dga Hostd) ) Data s O 2 x Jbed) 4 Hostd)
elad dic a3 Le g5 jPVA Jand 4505 ) caliCasu Wil alay  Router AJ) Y <l Laxie ¢SY Datad) s
) el a3 P4 dess 1 ASuil) Jaly e s 4d [PV4 Header 48l a st Casud Tunnel U1 alasiuls Wl
IPV6 4w & Jaall s Al s e 4S8 23y 5 Router B

Tunneld! Configuration Jea! (it yla lia
Manually
Automatically

Manually Js¥! g sl
Destinationd) s Sourced! 2asi <l Eua "Point-To-Point" (uikads (u Tunnel def syl 13 Ly Jazg g

Step 1 enable
:Example
Router> enable

Step 2 configure terminal
:Example
Router# configure terminal

Step 3 interface tunnel tunnel-number
Virtual interface cLaul, pgsi Ld

:Example

Router(config)# interface tunnel 0O

Step 4 ipv6 address ipv6-prefix/prefix-length [eui-64]
interface JJ Ulgic gogs Lol Lidg

:Example

Router(config-if)# ipv6 address 3ffe:b00:c18:1::3/127

Step 5 tunnel source {ip-address | interface-type

terface-number}

ol of interfaced! gai Bgw bl o] ol clolold Source ip JI wgSs Bgw Silg Tunneldl ,xae 2z Lisg
IPv4 networkdU élaioJl interfacedl, yolzdl ip-addressdl g.ai

:Example

Router(config-if)# tunnel source ethernet O

Step 6 tunnel destination ip-address

alylaodl dp=l 88 39>g0Jl Routerdl, LolzJl Destinationd| saxi Ldg
:Example

Router(config-if)# tunnel destination 192.168.30.1
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Step 7 tunnel mode ipv6ip
Tunneldl g g5 Ul >a=5 Liag

:Example

Router(config-if)# tunnel mode ipv6ip

shee Jba
IPv6& Host IPv6 Host
B 1 R 2 B
: Py ol . ouer = 2
Network
b B wetwork ﬁ——- b 1 Nawwork )
< e
IPwd: 192.0.2.1 1Pvd: 192.0.30.1
IPV6: 2001:dbB:1::1 IPv6: 2001:dbs:1::z IPvE Host

Routerl# Router 2§

interface Tunneall interface Tunnelld

ipve address 2001:db8:1::1/64 ipvée address 2001:dbB:1::2/64

tunnael source 192.0.2.1 tunnel scurce 192.0.30.1

tunnel destination 192.0.30.1 tunnel destination 1%2.0.2.1 |z

tunnel mode ipvéip tunnel mode ipveip %

Automaticallyd! sl

peia e g llia

6to4 -1

4ie Gaadi ol Intra-Site Automatic Tunnel Addressing Protocol (ISATAP) -2

6tod

On 058 i sd IPVB < O skexs "Point-to-Multipoint” cue 58 (e ST caTunnel Jass o o & 5 Lesie
Routersd) das (e 2 (S8 ¢ 5 5all elli 8 5aa] giall lSE1L 4aldll Destinations J) —a =t ejs.a o caall
A A8yl L) J a3 U ) Destination 1PV6 Prefixd) 4 jae aodaind

Automatically Tunnel J) 3 S8 a o3
¢ Destinationd) 4é jae Ll (e audaion 43l Cua Aima dag pli g il 3] Ja SV

PESERREN]

6t04 Tunnel W& casy o 3 5 Al 5 IPV6 NetworkJb dalall ¢ dtisll sues i o s & il 138 Jaal Ja y5 J
2002:c0a8:6301:1::1/64 Jix ""2002" Segmentd) 13

. 6104 & 5 («Tunnel « (= address range J! 12 2002::/16 4k sale

i ol Router J i 43 )l dsa g (e 2 Y S Glalae Y xie Destinationd) wass &b Y 6t04d) S OY s
Ll o sitall e Sl Packet ) o8 35 50 () 5Ss i s30) Destination IPv6J) («Destination 1Pv4 Jl
ckuﬂ\:g;:m\?.\d,\u\ckﬂ\ac\)&m\ d;;)\"c‘;m—me-sTunneld\)ec dﬁ\é\ﬁmwdu}uy
eq&fl\

Destination IPv4J i« Destination IPV6J) (= aiul Y aadiud a5 alall dlea 44 Hla cllia
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SV e a i

9999¢ oS =|PVBJ) 3 Segment <llis S Wi 2002 ¢ 5Ss of e Segment J s of Ltk 38 LS
o Sl mda Y

16 Bit+ 16 Bit =32bit s seu

oL

IPv4 8335 sall Cull 2o (g gl &8 )11 128

&) IPv4 Network— il=idl Router Interface Jb o=l IPv4 Addressd! ds s a 56 b gue U
IPVBJ) (s (paal siall UGN 5 ) Segmentd) (o2 aga 5 o s o s Ly a5 223 s HexaDecimal

2002:Segment2: Segment3: Segment4:Segment5 >>>>>>:Segmant8

28252 5all Bitd) 4ed s b IPV4 Networke Je=ial Interfaced! (e 25 sall IPVAJ) o) e (58 o) e
Segment 2+3d) ¢ 38

Jiia
Gtod Router 6tod Router
IPWI B o
e ‘ﬁ» “Pve L
(.\Hemark V. Hetwurk ¥
Network Prefix: 192.168.99. 1 192 168.30.1 Network Prefix:
2002:c0a8:6301::/48 2002:c0ag:1e01::/48

O b G day 5 o sis e slinternet <ulS o) sw P4 Network J3& o cplaais IPV4 (e 0l sie el
6t04 Tunnel plasiul 3 i JAT ina [PV () sediion

(o perst o 205 HexaDecimal ol s axs pel st 58 5 Biits ) (ol sl U3 O s alad elle L JS
G Al (833 5a sall (gLl Lalil) Segment 2,3 JI

2002:c0a8:1e01::/48 Host ) J 5= sl & » 2002:c0a8:6301::/48 4l & Host oo oY) (il 5

¢ Uiy Lo gus 13La

Dest IPv4J) 4 yaliiu s Destination IPv6d) ) el s Router A Y Packet J) J sea g 220 daloy
dmmy 25"192.168.30.1" OS5 i sw Al s Decimal ) & Bits ) Segment 2,3 J1 4l s dlee IS e
Destination ipv6 J & s s s 3550 531 s Router B ) Welw &3 IPv4 Header (2Destination <

< sthdll Destination J! ) alu g

Configuration Steps

Step 1 enable
:Example
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Router> enable

Step 2 configure terminal
:Example
Router# configure terminal

Step 3 interface tunnel tunnel-number
:Example
Router(config)# interface tunnel 0O

Step 4 ipv6 address ipv6-prefix/prefix-length [eui-64]
:Example

Router(config-if)# ipv6 address
c0a8:6301:1::1/64:2002

Step 5 tunnel source {ip-address | interface-type interface-number}
IPv4 Network JU alazellinterface Jl ol wlgic ling

:Example

Router(config-if)# tunnel source ethernet O

Step 6 tunnel mode ipv6ip 6to4d
:Example
Router(config-if)# tunnel mode ipv6ip 6tod

Step 7 exit
:Example
Router(config-if)# exit

Step 8 ipv6 route ipv6-prefix/prefix-length tunnel tunnel-number

5] s> Range "2002::/16J! lig) Static Route Jess pgii Ol vz 13 6to4 Tunnel Jo= wod ol Ladls .
sl Tunnel interfaced! (sde allw,i Tunneldl (8 859>g0 Destination sl (J| JLw, VIl ad= 1l as il wsl)l
slach wwd ol

:Example

Router(config)# ipv6 route 2002::/16 tunnel O

NAT -PT

IPv4 Network J3& (s IPV6E Ses (g oy ilsay L < Tunneld! g Uins JS
SIPV4 & 5 (e O st daally ) IPVB g 58 (e () sie 1) 5l 13ke oSy

lr;]-::-éie A "I;\r‘ﬁ_\ NAT-PT I ’I'F"Ev' Mode D:
wi-onky ] 3 " 192.0.30.1
2001:clbB:AAE1::1 LG == W g :
2 | >
|
l L = 192021

Src Addr Dest Addr — Src Addr Dest Addr

2001:db8:ffff:1::1f 2001:db8:fifffta | NAT-PT transiation 192022 192.0.30.1

‘ (Network Address Translation) NAT-PTJ) dauds 5 4
O Juadl gl ) Jamy o 4l Cia (alita g 53 (e 138 (S Y IPVBJ) (8 NAT 2525 20 e Wil Liasd 38 US i
IPV4,6 (asbe

IPv4 Packet ) IPv6 Packetd) Jisai e 5l o 2yl oda Aada g Ja 13)
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DNS queries, e 2w 531 s mapped dynamically < e be Gyl ddee & ardiuy NAT-PT
. (DNS ALG)d _=ial a DNS application level gateway alaaiul

Configuration J! 4lee oY 1,13 NAT-PTJ) 0o Jualdiy Slaslas BSCI zeie & CisCO g 0 ol ddsall
Lo aa ) Bains

&)

551 e e 35 el a0

3 o s WS oo sl gy o2 1Y

& .)»?:\ ({?\

3,0\l
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